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MCMR-AAP-A                           22 August 2012 
        
 
MEMORANDUM FOR SEE DISTRIBUTION 
 
SUBJECT:  Procurement Advisory Notice (PAN) 12-02 
Integration of Antiterrorism (AT) and Operations Security (OPSEC) into Contract 
Support Planning and Execution 
 
 
1.  PURPOSE.  The purpose of this memorandum is to establish policy and guidance 
for the integration of effective AT and OPSEC measures, when required, in the planning 
and execution of contracts. 
 
2.  REFERENCES.   
 
     a.  FAR 52.204-2, Security Requirements. 
 
     b.  DFARS Subpart 225.74, Defense Contractors Outside the United States. 
 
     c.  DFARS PGI 207.105(b)(2)(D), Contents of Written Acquisition Plans – CONUS 
Antiterrorism Considerations. 
 
     d.  ALARACT Message 015/2012, Use of an Antiterrorism/Operations Security 
(AT/OPSEC) In Contracting Cover Sheet for Integrating AT/OPSEC, 15 January 2012.       
 
     e.  Integrating Antiterrorism and Operations Security Into the Contract Support 
Process Desk Reference, 25 January 2012. 
 
     f.   Army Regulation (AR) 525-13, Antiterrorism, 11 September 2008. 
 
     g.  Department of Defense Instruction (DoDI) 2000.16, DoD Antiterrorism Standards, 
20 October 2006. 
 
     h.  AR 530-1, Operations Security (OPSEC), 19 April 2007.   
 
______________________________________________________________________ 
*This PAN supersedes USAMRMC PAN 12-02, 3 April 2012, Subject: Integration of 
Antiterrorism (AT) and Operations Security (OPSEC) into Contract Support Planning 
and Execution 
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3.  BACKGROUND. 
 
     a.  Terrorism is the use of violence and threats to intimidate or coerce, especially for 
political purposes.  The risk of terrorists exploiting or targeting Army contracts is real.  
Terrorist activity has the potential to impact all Army contracts, particularly services, 
supplies, and construction contracts, at both continental Unites States and outside the 
continental United States locations. 
  
     b.  The Army program to prevent terrorist attacks is called AT.  The integration of 
antiterrorism measures into contract planning and execution addresses potential risks to 
contractors and the capabilities contractors bring to the force.  Antiterrorism and 
contracting integration measures ensure Army personnel and assets are protected from 
terrorist threats.  When informed about the ways and means to integrate antiterrorism, 
the Army-community is postured to execute contracts and mitigate the risk of terrorist 
acts. 
 
4.   APPLICABILITY.  The procedures contained in this memorandum apply to all Army 
organizations submitting requests to the U.S. Army Medical Research Acquisition 
Activity (USAMRAA) for supplies with an anticipated contracted value exceeding the 
simplified acquisition threshold ($150,000) as well as services and construction, 
regardless of dollar value.  Exceptions are field ordering officer actions and Government 
Commercial Purchase Card purchases. 
         
5.  GENERAL. 
 
     a.  The Desk Reference titled “Integrating Antiterrorism and Operations Security Into 
the Contract Support Process” (Desk Reference) and the Contract Requirements 
Package Antiterrorism/Operations Security Review Cover Sheet (Cover Sheet) provide 
a means to integrate effective AT and OPSEC measures into the requirements 
package.   
 
     b.  The Cover Sheet appears as Appendix A to this document and pertinent parts of 
the Desk Reference appear as Appendices B – D.    These products are available for 
downloading from the Office of the Provost Marshal General Army AT Enterprise Portal 
on AKO at https://www.us.army.mil/suite/page/605757. 
 
     c.  The purpose of the Cover Sheet is to document the review of the requirements 
package performance work statement (PWS), the quality assurance surveillance plan 
(QASP) when required, and applicable source selection evaluation criteria for AT and   
 

https://www.us.army.mil/suite/page/605757
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OPSEC considerations as well as other related protection matters such as information 
assurance, physical security, law enforcement, intelligence, and foreign disclosure. 
 
     d.  Effective 01 July 2012, Contracting Officers shall not accept a requirements 
package unless it includes a completed cover sheet signed by a Level II Certified 
Antiterrorism Officer (ATO) and a Level II Certified OPSEC Officer.  Training 
requirements to become ATO Level II certified are found at AR 525-13, Chapter 5, 
Paragraph 5-27.  Training requirements to become OPSEC Officer Level II certified are 
found at AR-530-1, Chapter 4, Paragraph 4-2.b. 
 
     e.  The purpose of the Desk Reference is to furnish tactics, techniques, and 
procedures to assist the unit  ATO and the OPSEC Officer with incorporating AT and 
OPSEC measures into requirements packages.  Specifically, the decisions made by 
contemplating the Desk Reference leads to the completion of the Cover Sheet.        

 
     f.  Army Regulation 525-13, Antiterrorism, directs that every Army organization of 
battalion or equivalent size appoint an ATO.  If a requiring activity does not have an 
ATO, the first ATO in the chain of command will review the requirement for AT 
considerations.  The ATO must sign the Cover Sheet.  
 
     g.  OPSEC Officer signature of the Cover Sheet is also mandatory.  The ATO is the 
lead integrator responsible to ensure AT and OPSEC related measures are considered 
in this process.  The OPSEC officer and other security related staff officers assist in the 
process. 
 
     h.  Contracting personnel are required, when applicable, to incorporate appropriate 
contract language that is contained in the Cover Sheet in their respective contract 
documents. 
 
6.  PROCEDURES. 
 
     a.  Appendix A, the Cover Sheet, contains three Sections.   
 
          (1)  Section I explains the purpose of the Cover Sheet, informs of the Army policy 
requirement for inclusion of the Cover Sheet in specific requirements packages, and 
discusses the need for mandatory review and signature of the Cover Sheet. 
 
          (2)  Section II, page 1, provides the ATO and OPSEC Officer with a list of twelve 
AT/OPSEC measures for possible inclusion in the requirements package and 
subsequent solicitation/contract.  Using standard solicitation provisions and contract  
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clauses furnished in Section II, page 2, the ATO and OPSEC Officer must indicate by 
check mark in Section II, page 1 if the standard provisions and clauses language 
suffices for each applicable measure. If not, additional language must be included in the 
PWS.    
 
          (3)  Section III affords the ATO and OPSEC Officer to enter specific remarks and 
contains the requirement for their signatures. 
 
     b.  Appendix B is a table from the Desk Reference titled “Office of Primary 
Responsibility (OPR) Major Tasks.  This table provides a sequential step-by-step 
process for consideration of AT and OPSEC measures.  It advises the ATO, the 
OPSEC Officer, other staff officer leads, the Contracting Officer, and the Contracting  
Officer’s Representative with specific directions concerning requirements package 
development, solicitation/contract formation, and post award contract administration. 
 
     c.  Appendix C is a matrix from the Desk Reference titled “Sample -- Quality 
Assurance Surveillance Antiterrorism/Operations Security Elements”.  The matrix  
provides examples of AT/OPSEC related QASP elements and assists with the 
incorporation of selected elements in the QASP.   
 
     d.  Appendix D from the Desk Reference is titled the “Risk Assessment Process”.  It 
is a risk analysis and assessment checklist intended to aid the requiring activity staff 
analyze the PWS, the QASP, the supply purchase description, and the evaluation 
criteria for AT/OPSEC matters.     
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7. PROPONENT.  The proponent for this notice is the USAMRAA Policy Branch. 
 
 

          
4 Encls      PAUL G. MICHAELS, eJD 
1.  Appendix A                                        Principal Assistant Responsible 
2.  Appendix B       for Contracting 
3.  Appendix C 
4.  Appendix D 
 
DISTRIBUTION: 
A 
 


